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• Independent Digital Security Consultant 

• Web Application Penetration Testing, Network Vulnerability 
Assessment, Host Hardening, Code Review, etc. 

• Studied Computer Science & Philosophy @ University of Delaware 

• Former employee of @stake, Inc.  and Symantec Corporation 

• Winner Cenzic’s SANS Contest in August 2007 

• Home Page at http://decal.sdf.org 

• Twitter @decalresponds 

• E-mail decal@sdf.org  

• Primary Interests 

• Writing tools to automate pen testing & vuln research 

• Software assurance, fuzz testing, gray-box binary analysis 

• FCC-licensed amateur radio hobbyist; flair for SDR 
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Some techniques from the olden days: 

 
 DCC == Direct Client Connection 

 Sending DCC requests 

 If the target accepts the DCC request, TCP connection is made.. 

 (Unless a firewall within the route interferes, of course) 

 Once the target client connect() and the local server accept() calls 

complete, invoking getpeername() will return the target’s IP address 

 In client command terms, this can be accomplished with /dcc 

 Receiving DCC requests 

 Anyone who sends a DCC request has automatically disclosed their 

network address in base10 format via a CTCP styled PRIVMSG 

 Numeric IP addresses represented in decimal can be converted to 

dotted-quad format with inet_aton() 

 Depending on platform endian-ness, htonl() may be needed..  



 
Side note regarding Direct Client Connections: 

 
 If a client listening for DCC connections sets 

the sin_addr.saddr member of struct sockaddr 
to INADDR_ANY (#define is 0x0) and the 
kernel’s TCP stack sequentially increments the 
TCP source port, the client is very susceptible 
to DCC hijacking from an observing third-party 
 Intercept warez transferred via DCC SEND 
 Spoof DCC CHAT conversations  
 Can be used to bypass quotas enforced by 

XDCC eggdrop bots, mIRC/irssi FSERVE, etc.    



 
 PRIVMSG target with URI that references daemon on accessible server 

 (tail –f access_log&);(tail –f error_log) 

 Alternatively, PRIVMSG target with a link to a web server that has an 

access_log file it’s writing to which is under the web root directory 

 

 Create a forum posting that references an off-site image 

Works on craigslist.org  if image URI has non-commercial  TLD  

 <IMG SRC=“http://rogue.webserv.dom/images/apic.gif”/> 

 

 IN AXFR (DNS zone transfer) resource records for parent domain, or.. 

 nslookup common subdomains, i.e. www, mail, ftp, etc. 

 Subdomain could be DNS IN CNAME resource record for the target 

 Viewing world-read data on shell account of server running ircd 

process 

 Simply asking (in essence, social engineering)   





• Depends on: settings in the ircd.conf file and whether the IRC server’s name 
resolver is receives a response for the rDNS (reverse DNS) lookup from client registration 

• Successful rDNS lookup (IN A resource record exists in authoritative zone file): 

• First subdomain portion of the DNS address is replaced by a truncated MD5 hash 

• ~otk@clk-1F6C27AC.members.linode.com 

• Unsuccessful rDNS lookup: 

• !irc.net.org *** Couldn't resolve your hostname; using your IP 
address instead 

• The numeric IPv4 address is replaced by three truncated MD5 hashes 

• ~nobody@5B008B3D.4A839DBA.321F6D56.IP 

• The hostmask’s truncated MD5 hashes can be computed in different ways 

• Addresses formatted with RFC4291 style IPv6 notation use a similar process. 

• A ciphertext-only attack can be used against WHOWAS output since identical 
hash values in the cloaked hostmask imply identical client source addresses 



• UnrealIRCd MODULE command lists loaded modules 
• Most IRC client software can execute the following: 

• /quote MODULE <irc.net.org> 

• Hostname is optional--can be another IRC server name 
• Without hostname argument, MODULE defaults to local daemon 
• Many raw IRC commands use optional last parameter format 

• Quite useful for reconnaissance against other server links that are 
connected to the same network 

• Note that the optional server name argument can represent an 
IRC daemon or a services daemon  

• We’re looking for the “cloak” module from src/modules/cloak.c 

 



• Atheme uses SASL (Simple Authentication and Security Layer) 

• SASL is specified in RFC4422 with a wide variety of authentication 
mechanisms… Furthermore, Atheme’s is targeted by irc-sasl-brute, Lua code 
in Nmap’s Scripting Engine: http://nmap.org/nsedoc/scripts/irc-sasl-brute.html 

• Anope uses HostServ 

• Both use UMODE +x  

• IRC servers are often configured to auto-set UMODE +x after client registration 

• Client registration is the process involving the raw commands USER, NICK 
and sometimes a nonce PING from a no-spoof patch that requires a 
corresponding PONG before the MOTD is displayed…  

• Older versions may use UMODE +h 

• Non-RFC compliant IRC protocol commands might be supported depending on  
server software and which dynamic modules the ircd process loads at runtime: 

• CHGIDENT, CHGHOST, SETNAME, SETHOST, SETIDENT, VHOST 

http://nmap.org/nsedoc/scripts/irc-sasl-brute.html
http://nmap.org/nsedoc/scripts/irc-sasl-brute.html
http://nmap.org/nsedoc/scripts/irc-sasl-brute.html
http://nmap.org/nsedoc/scripts/irc-sasl-brute.html
http://nmap.org/nsedoc/scripts/irc-sasl-brute.html










 
• Inputs to cryptographic hash functions are typically IP addresses (or parts 

thereof) combined with some mixture of hard-coded integers (like the KEY 
preprocessor constant shown below), pseudo-random numbers generated 
at compile-time, typing certain config entries values at random, etc. 

 

 
 
 
 
 
 
 
 

 

 

 

• In the case of UnrealIRCD, MD5 inputs are network address (or perhaps a 
few chosen fragments of them since interleaved with cloak-keys values  

• The cloak-keys directive used by unrealircd.conf (demo on next slide…) 
 



http://vulnscan.org/faq/#16 
 

Various URI’s exist that 
reference unrealircd.conf 

files which contain 
generated key values. 
Cloak keys need to be 

kept as hidden as 
possible.  

http://vulnscan.org/faq/#1A6


• The chosen-ciphertext cryptanalysis technique works because: 

• The cloak keys put in ircd.conf during install almost never change 

• All servers on the entire network must use identical cloak keys! 

• Ciphertext shown by the WHOIS & WHOWAS commands is revealing 

• Other users from the same IP as yourself can be easily identified 

• This is because their cloaked hostname will be identical to yours 

 

• WHOWAS responses will show how a particular nickname may have 
changed IP’s as well as went back to an earlier one 

• Another result of the same IP always matching up to the same address 

• The effectiveness of this approach is completely dependent upon how 
many WHOWAS responses are shown and how far they go back in time  

 

 



DNS Hostname 

Numeric IP 



• What got passed to the srandom() library call? 

• Essentially time(NULL) 

• The time that the IRC daemon started (give or take a few seconds) 

• Commands that will disclosure the build time of the ircd: 

• VERSION, INFO, STATS u, STATS T 

• Note: these commands have optional server name arguments 

• i.e. /quote VERSION services.* 

12:00 -!- Birth Date: Sun Feb 17 2008 at 22:40:55 EST, compile # 1 

12:00 -!- On-line since Thu Aug 18 02:34:04 2011 

12:00 -!- ReleaseID (1.1.1.1.2.1.2.1.2.2234.2.676 2007/07/13 10:43:04) 

12:00 -!- End of /INFO list. 

12:00 -!- [services.net.org] Anope-1.7.21 (1341) irc.net.org UnrealIRCd 3.2.x -  M        

      (enc_md5) -- build #1, compiled Jan 21 2010 09:12:30 



• Convert the time/date string to a UNIX timestamp with strftime() 

• Now we have a value roughly equivalent to the srand() argument 

• This depends on how synchronized the target server’s time is with the rest 
of the servers on the network 

• Unsynchronized IRC server system times may allow netsplit riders to hack 
channel modes 

• Now we can show that the cloak values were generated by an 
MD5 algorithm that was seeded with the UNIX timestamp 
corresponding to the server uptime, allowing us to crack the cloak! 















 
Atheme IRC Services available from http://www.atheme.net/atheme.html 

Anope IRC services available from http://www.anope.org 

 DenoraStats (Anope-based) is available from http://www.denorastats.org  

 

“What?! Only Three?!” 
 

 Yes, only mainstream UNIX style IRC daemons supporting cloaking were tested 
(i.e. ircu, EFNet, 2600net, vantage, etc. don’t support cloaking to begin with!) 

 Atheme & Anope are the top two IRC services in terms of contemporaneous use 

 Some of you are probably idling in a channel controlled by one of these right now.. 

Check what target network running…   

 

http://www.atheme.net/atheme.html
http://www.atheme.net/atheme.html
http://www.anope.org/
http://www.anope.org/
http://www.denorastats.org/
http://www.denorastats.org/


 

  

 

Anope Atheme DenoraStats 

Deployed on a myriad of IRC 

networks 

Compatible with dozens 

of ircd’s 

A bit more rare, but still in use; based 

on Anope so similar uncloak attacks 

Forked from Epona in 2003 

Orion IRC Svcs. Anope-based  

Contains code from 

Shrike, Sentinel & ratbox 

Collects stats and exports to MySQL, 

HTML, XML and flatfile databases. 

Packaged with UnrealIRCd out-

of-the-box 

Used by FreeNode, the 

largest IRC network  

Also has the PHP MagIRC Web 

Frontend 

http://anope.org http://atheme.org 

 

http://denorastats.org 

 

An IRC services daemon is a special type of server that provides extensions such as 
bots which handle nickname/channel registration and such. Most people are familiar 
with the nicknames of bots that IRC services provide such as: NickServ, ChanServ, 
HostServ, MemoServ, BotServ, etc. X3/evilnet, srvx & GNUWorld weren’t tested--they’re 

all for ircu: Undernet’s daemon. See also: http://irc-wiki.org 

http://anope.org/
http://anope.org/
http://www.atheme.org/
http://www.atheme.org/
http://denorastats.org/
http://irc-wiki.org/
http://irc-wiki.org/
http://irc-wiki.org/






02:42 -!- WALLCHOPS WATCH=128 SILENCE=15 MODES=12 CHANTYPES=# 

          PREFIX=(qaohv)~&@%+ CHANMODES=beI,kfL,lj,psmntirRcOAQKVCuzNSMTG 

          NETWORK=anet CASEMAPPING=ascii EXTBAN=~,cqnr ELIST=MNUCT 

          STATUSMSG=~&@%+ EXCEPTS are supported by this server 







RFC 5735 Special Use IPv4 Addresses January 2010  
 

 

 

Address Block Present Use Reference 

0.0.0.0/8 “This” Network RFC 1122 Section 3.2.1.3 

10.0.0.0/8 Private-Use Networks RFC1918 

127.0.0.0/8 Loopback RFC1122 Section 3.2.1.3 

169.254.0.0/16 Link Local RFC3927 

172.16.0.0/12 Private-Use Networks RFC1918 

192.0.0.0/24 IETF Protocol Assignments RFC5736 

192.88.99.0/24 6to4 Relay Anycast RFC3068 

192.168.0.0/16 Private-Use Networks RFC1918 

198.51.100.0/24 TEST-NET-2 RFC5737 

203.0.113.0/24 TEST-NET-3 RFC5737 

224.0.0.0/4 Multicast RFC3171 

240.0.0.0/4 Reserved for Future Use RFC1112 Section 4 

255.255.255.255/32 Limited Broadcast RFC912 Section 7   

RFC922 Section 7 



• Logs that are published on 

public web sites 

 

• A client that is set to 

automatically remove 

UMODE +x 

 

• Stats scripts like phpDenora 

and others may display a 

literal host 

• A user pastes a piece of data 

containing their address 

unintentionally 

• For example, in a technical 

support channel 

 

• IRC operators are able to see 

the real address via an 

additional WHOIS reply field 

 

• Scripts and bots can also 

spill the beans, so be careful! 

 

 

 





Worst case asymptotic computational complexity for sequential 

search is O(n) and worst for binary search is O(log(n))  



 IPv4/IPv6 numeric addresses can be 

targeted using ban-masks w/ CIDR blocks 

 The additional 92-bits won’t impact 

performance very much since using CIDR 

blocks in ban-masks is essentially a binary 

search algorithm of complexity O(log(n)) 

 Not much difference between log(128) 

& log(32), log(128) = 2.1 – log(32) = 1.5 

 Can discover hosts under .onion TLD 

 Have a unique identifier  

 Useful for chosen ciphertext 

 Most helpful if the .onion host 

corresponds to a truncated route a la 

Moxie Marlinspike’s tortunnel 



 
 

Popular IRC networks that disclose cloaked IP addresses! 
 

• FreeNode  (hybrid-seven, Atheme) irc.freenode.net 
• #1 largest IRC network with ~75K average daily users, dedicated to discussion of 

open source projects, #linpeople originally 
• Rizon  (hybrid, Anope) irc.rizon.net 

• #5 largest IRC network after Undernet with ~25K users 
• AnonOps  (InspIRCd, Atheme) irc.anonops.com 

• Associated with the infamous hacktivist collective “Anonymous” 
• Mozilla IRC  (UnrealIRCd, Anope) irc.mozilla.org 

• Maintained by the Mozilla project community best-known for the FireFox web browser 

• Indymedia IRC  (charbydis, atheme) irc.indymedia.org. 

• Swift IRC  (UnrealIRCd, Anope) irc.swiftnet.net 

 
 



 
Other smaller IRC networks that allow uncloaking of IP addresses! 

 

• Obsidian IRC  (UnrealIRCd, Denora) irc.obsidianirc.net 

• Obsidian-IRC is a small but growing IRC community with user 
satisfaction in mind. 

 

• Foonetic(UnrealIRCd, Atheme) irc.foonetic.net 

 

• SolidIRC  (InspirIRCd, Denora) irc.solidirc.com 

 

• DarkMyst  (charbydis, Atheme) irc.darkmyst.org 

 

• Darksin  (UnrealIRCd, Anope) irc.darksin.net 
 

 
 





 SCREENCAST DEMONSTRATION OF 

UNCLOAKING IP ADDRESSES ON IRC 

(FREENODE CASE STUDY)  







• Defense 

• Patch Security Holes 

• Reserve for Future Use 

• Report to Provider 

• Offense 

• Deny of Service 

• (D)DoS a Target 

• Escalate Zombie Privs 

• Seize Node Control  

• Lock-out Admins 

• Utilize rootkit(s) 

 

 

http://ipdeny.com/


• Botntets have long used IRC for C&C (command and control) 

• For example, eggdrops and skiddies meta-searching for PHP RFI 
exploitable HTTP daemons for CGI webshell and bot hosting 

• Enumerating fully qualified addresses for all nodes in botnet 

• See also: http://botnetsexposed.com & http://skidlist.com 
 

To help take over the botnet & use it for their own ends 
• Exploit original vulnerability or take advantage of existing rootkits  
 

 

Legal prosecution by expert witness testimony 
• Much faster than obtaining identity info via subpoena 
• To notify the relevant providers and users 

 

 
 

http://botnetsexposed.com/
http://skidlist.com/
http://skidlist.com/
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http://irc.netsplit.de/
http://www.alient.net.au/irc
http://www.alient.net.au/irc
http://www.alient.net.au/irc
http://wiki-irc.org/
http://wiki-irc.org/
http://wiki-irc.org/
http://searchirc.com/




http://mibbit.com/




 
 Dylan Webb suggested Derbycon as a venue at an early stage 

of research; shoulder surfed a big part of the project and came 

up with the idea for the “Spot The Fed: Online Edition” contest 

 

 David Klein for helping beta test the initial Perl exploit  

 

 Hal Brodigan always answered my Ruby and ronin questions 

 

 John Tan from L0pht Heavy Industries and HNN (Hacker News 

Network) .. You need to write a book! 

 

 Shane Macaulay for being awesome 

 

 



Exploit Code available at http://decal.sdf.org/spotfedsonline 
 

http://decal.sdf.org/spotfedsonline

